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PostgreSQL Security Best Practices 

Introduction 

The following practices are well proven in the field. We present them as an introduction 
into the minimum concepts that are needed for any system. This is not an exhaustive 
list. It is provided as a compilation of field experience related to security, and avoids the 
most common pitfalls of security configuration. 

• Keep your system updated to the latest minor version. The PGDG provides interim 
security patches as part of the minor release cycle. 

• Do not expose PostgreSQL directly to the general internet on a public port. 
• Disallow superuser login from ipv4 connections. 
• Confine access to the configuration files for PostgreSQL to the system root user. 

(most distributions do this anyway, so don't circumvent it.) 
• SCRAM 
• Certificates 
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Connecting Securely 
libPQ is a library that is provided by the PostgreSQL Global Development Group 
(PGDG). This library provides secure authentication methods and implements the 
communications protocol for PostgreSQL. Many different application development 
platforms provide wrappers around this library to provide secure communications to 
PostgreSQL. 

Language Library 
Python psycopg2 
PHP php-pg5 
Ruby pg 
Perl DBI 
node.js node-pg-native 
...many... ...more... 

The code wrappers which provide access to a library are called "bindings". You will find 
a binding for every language that is commonly available for PostgreSQL. Many of them 
are listed by the PGDG here: https://wiki.postgresql.org/wiki/List_of_drivers . 
libPQ provides secure file access  for local storage of a password or SSL certificate 
access. All of the languages that use libpq via local bindings inherit this ability, as it is 
done at the library level. 

Providing a plain text password on the command line is heavily discouraged. 

Passphrase Strength 
Let's start with a basic understanding of password strength in the face of a brute force 
attack. We'll start with just using the 26 characters of the English alphabet, and the 
passphrase is only one character long. Of course this is not a passphrase by anybody's 
definition at this point, but we need to start calculating somewhere. 

This would give us 26 possible passphrases. Obviously not very secure, and easily 
guessable within a few milliseconds. So, we'll add another character to the passphrase. 
This would make 26 * 26 possible passphrases, which is 676. Still not very many 
possibilities, and probably still less than one second of guessing using even very 
modest hardware. But we see a simple trend here. For each character of passphrase 
that we add, the complexity goes up by an exponent. By adding a third character, we 
get 26 26 26 possible passphrases, which is 17576. 

So we see that the complexity relationship in the passphrase is related to the number of 
possible characters in the phrase, exponentiated by the length of the phrase. If we add 
capital letters to the mix, we now have 52 characters instead of 26, so the same 3 letter 
passphrase has 140,608 permutations. 

Copyright © 2019, 2ndQuadrant Limited. Copyright in these materials belongs to 2ndQuadrant Limited and no permissions or licences in 
relation to these materials are granted. No part of these materials may be reproduced in any form, stored in a retrieval system or 
transmitted in any way or by any means without the written permission of 2ndQuadrant Limited.  

2 

https://wiki.postgresql.org/wiki/List_of_drivers
https://www.postgresql.org/docs/current/libpq-pgpass.html
https://www.postgresql.org/docs/current/libpq-ssl.html
https://resources.2ndquadrant.com/postgresql-security-best-practices-whitepaper
https://www.2ndquadrant.com/en/whitepapers/postgresql-security-best-practices/#form

	Front Cover PostgreSQL Security Best Practices Whitepaper-FINAL.pdf
	_ PostgreSQL Security Best Practices - Sept 2019 - Draft.pdf

